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Background

Example: Havasupai

• Native American tribe in US
– High incidence of Type 2 diabetes

– Approached ASU

• Original study done

• Later, more detailed genotyping
– Standard analyses reported (amongst other results)

• Inbreeding coefficient

• Population bottleneck

• Havasupai sued ASU and were awarded damages
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Data transfer
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Data transfer – Globus online
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Data transfer – Globus online

Advantages:
• robust
• efficient
• faster

Disadvantages:
• complex setup
• non-standard firewall configuration
• can hog bandwidth



Storage

• Types of storage

– Volatile

• RAM

• variables

• cache

– Persistent

• disk

• RAID

• tape



Storage

Source: https://en.wikipedia.org/wiki/Standard_RAID_levels



Storage - iRODS

• Advantages

– Associated metadata

– Rules oriented

– Built in provenance

• Disadvantages

– Complex setup

– Rules infrastructure

– Integration with existing tools



Security

• The most secure machine is a disconnected,
physically secured machine that is powered off.

• Goals

– Confidentiality

– Authentication

– Integrity

– Non-repudiation

• Security is a trade-off



Security – threat modelling

– What do you have that is valuable? (assets)

– Why would attackers want to disrupt (motivation)

– Where can they attack (entry points)

– How would they attack (threats)

– Cost to protect? (threat ranking)

– Which threats will you fight and how (mitigation)



Security – motives

– Obtain asset (personal info, genetic data)

– Use resources (e.g. CPU, network)

– Recognition

– Thrill

– Mistakes



Security – types of attack

• Denial of service

• Exploit configuration errors

• Exploit application bugs

• Social engineering



Security – calculating risk

• Exploitability

– Likelihood of vulnerability being exploited

• Damage potential

– Consequences of breach

• Asset value

– Cost of protecting, recovery



Security - cryptography

• Terms
– Cleartext

– Cipher

– Ciphertext

• Goals
– Confidentiality

– Authentication

– Integrity

– Non-repudiation



Security - principles

– Compartmentalize

– Principle of least privilege

– Defense in depth

– Don’t volunteer information

– Fail safely

– Weakest link

– Simplicity



Security - cryptography

• Symmetric encryption

– requires a shared “secret key”



Security - cryptography

• Asymmetric encryption (public key encryption)

– Key pairs

– No shared secret required



Security - cryptography

• Tools

– GPG

• Related

– Public Key infrastructure

– Digital certificates

– Certificate authorities



Conclusion

• Security is hard

• Resources:

– Bruce Schneier

– http://security.stackexchange.com

– https://twitter.com/thegrugq

http://security.stackexchange.com/
https://twitter.com/thegrugq

